TPEBOBAHUS
1o odecre4eHHI0 6€30MaCHOCTH NP ucnoab3oBannu Cucrembl «Kianent - bank»

Cnucox 000pyI10BaHMsI U MPOrPaAaMMHOIO odecreyeHusi, KOTOPbIM KimneHT noskeH ObITh o0ecrmedeH A
pa6otsl B Cucreme «KiueHr - Bank»:
1. TlepcoHanbHBIA KOMIIBIOTEP C ONEPAIMOHHON cHcTeMOi u3 cemeiictBa MS Windows Bepcun 7 u Brimre, Linux,
Mac OS.
2. Ilnarmm «BIFIT Signer», mpenHa3Ha4eHHBIH IS HOIANMMCH KOHTEHTA C HCIIOJb30BAHHEM allllapaTHBIX
KPHIITOIIPOBaiiepoB. PekoMeHayeTcss yCTaHOBUTH MOCHEAHEI0 Bepcwio. [ 3Toro BBIOGpPHTE CCBUIKY [UISA
CKAauMBaHMA Ha CTPAHHUIIE BXO/1a B CEPBHC B 3aBUCUMOCTH OT OIIEPALMOHHOI CHCTEMBI.
3. patisep USB-TokeHa.
4. OpmuH u3 cIenyrmuX Opay3epos:

* Internet Explorer Bepcust 9 u Bbime;

»  Firefox Bepcus 23 u BolIIIIE;

e Opera Bepcus 15 u BbIIIIC;

»  Safari Bepcust 5 u BblLIE;

* Chrome Bepcus 23 1 BblLIe.
5. Coeaunenue c cetbto «MHTEpHET» Ha cKopocTH He MeHee 128Kb/c, ¢ BO3MOXKHOCTBIO I0CTyma K caifTy baHka
o azgpecy https://ibank2.pshb.ru/index.html o ciexyromum mopram: 443 (https), 9091 (IBTP).

6. Ha arane perucrpaunu tpedyercs HaTMuue npuHTepa 11a nedatn Ceptudukara kiroda npoBepku Jl1.

Kiauent Cucrems! «Kianent - Bank» o0sa3an:

*  BpIIENIHTH OTICIBHBIA KOMIIBIOTED, KOTOPBIA OyIET HCITOIB30BaThCS TOJBKO i1 paboThl ¢ CuctemMoit «KimeHT
- BaHK» U He BBINOJIHATH HA TOM KOMIIBIOTEPE HUKAKUE IPYTHe 3aJauu.

*  CoxepxxaThb KOMITIBIOTEP, HA KOTOpoM yctaHoBiieHa Cuctema «KnueHT - baHk» B HCIIPaBHOM COCTOSIHWH, B
OXpaHSEMOM CIY>KCOHOM MOMEIICHUH, 00ECHEeUNBAOIEM HEBO3MOXHOCTh HECAHKIIMOHMPOBAHHOIO JOCTYNa K
HEMYy.

* Hcnonp3oBaTh TONBKO JIMIIGH3MOHHOE 0a30BOe MporpaMMHOe obOecrneueHHe (ONEpaluoOHHYI CHCTEMY,
O(UCHBII MaKeT, MEXCETEBOU dKpaH, aHTUBUPYC, aHTUIINHoHCcKoe [10 u T.1.).

*  HckimounTh BO3MOXKHOCTh YCTAHOBKM MPOTPaMMHOIO OOECHeueHHs, TMOJYyYEeHHOTO W3 HEHAJECKHBIX
HUCTOYHHKOB.

*  PerymspHO yCcTaHaBIMBAaTh MMaKeTbl OOHOBJICHUS! 0€30ITACHOCTH OTIEPAIIMOHHON CHCTEMBI.

* He nomyckaTh mosiBICHHS B KOMIIBIOTEpE, Ha KOTOpoM YycraHoBieHa Cucrtema «Kmment - bank» BK
(KOMIIBIOTEPHBIX BUPYCOB, IPOTPAMM-IIIITHOHOB U T.I1.).

* Ha xommbproTepax, HCHOJB3yeMbIX s pabotel ¢ Cucremoirn «KnmeHT - BaHK», HCKIIOYHTH IIOCEIICHUE
WuTepHeT-caliToB, 3arpy3Ky M YCTAaHOBKY Pa3IHYHOTO NPOTpaMMHOrO oOecmeueHHs M T.I. 110 BO3MOXHOCTH,
MOJIHOCTBIO 3alPETUTh BCE COEIMHEHMS (BXOIAIINE U UCXOSIINE) C CEThI0 MIHTEpHET, pa3peIlinB TOIbKO JIOCTYII K
Cucreme «KnueHnt - bank».

* B kagectBe AmmapaTHBIX cpencTB ycuinenHor DII ucmonp30BaTh crnenuaan3upoBaHHbie yerpoiicrea - USB-
TOKEHbI WIM CMapT-KapThl.

* B cayuae pabotsl ¢ Cuctemoil «KmmeHT - bank» 6e3 AmmapaTHbeIX cpeAcTB ycuieHHod Ol B kauecTse
(aiinoBoro xpanwnuiia kimouerd Il ucnonp3oBaTh cheMHbIe HOCHTEIH UHpopManun, Hampumep, USB- ¢uiem-
HAKOMUTEIb. 3anpeniaeTcs XpaHuTh kitoun J11 Ha HECHhEeMHOM KECTKOM JIHCKE.

» Jlns mpenoTBpalleHus] HECAaHKIIMOHUPOBAHHOTO JIOCTYMA K 3aluinaeMol nH(popMaiuu BHe pabodero BpeMeHH
HEO0XOMMO XPaHUTh HOCUTENH KII0UeBOH HHOpMaInu B cetide.

* He ngomyckate paboTy 1OJ YU4E€THOM 3alKChl0, UMEIOIEH paBa anMUHUCTpaTopa. HeoOXoanuMo HCroab30BaTh
YYETHYIO 3aIIUCh C OTPAaHMYEHHBIMH [TPaBaMU B ONEPALIMOHHON CUCTEME, YCTAaHOBJIEHHONW Ha KOMITBIOTEPE.

*  OTKIIOUUTH YYETHbIE 3alKCH, MO3BOJSIOIIME AHOHUMHBIA (rOCTEBOM) BXOJ B ONEPALMOHHYIO CHCTEMY,
YCTaHOBJICHHYIO HA KOMIIBIOTED.

*  HckiIrouuTh BO3MOKHOCTh aBTOMATHYECKOH PETHCTPAIMN TOJIB30BaTENs B OMEPAIlIOHHON cucTeMe 0e3 BBOja
UM Tapoiell WiIn TMapoibHBIX (pa3, MPEAbIBICHUS alapaTHBIX YCTPOHCTB (IJCKTPOHHBIX KITIOYSH WM CMapT-
KapT), CPEACTB JOCTOBEPHOTO ONO3HABAHUS OMOMETPUYECKHX XapaKTECPUCTUK MOIB30BATENS, WA MCIIOIH30BaHUS
WHBIX ayTCHTU(UKAITMOHHBIX MEXaHU3MOB.

e OTKIIOYHUTH PEKUMbI OTOOPAKEHUSI OKHA BCEX 3aPErMCTPUPOBAHHBIX B ONMEPAIIMOHHON CHCTEME MMOJIb30BaTEINCH
u GbicTporo nepekimodeHus nons3osateneii (OC u3s cemeiictea MS Windows).
e Jlnst BceX Yy4YeTHBbIX 3amuceil B omepanuoHHOW cucteme W s Kioua Ol HCHONB30BaTh MMAPOIIH,
YIOBIETBOPSIONIHE CIICAYIOIINM TPSOOBAHHSIM:

— Tlaposnb 1omKeH coaepKaTh He MeHee 8 Pa3sIMYHBIX CHMBOJIOB;


https://ibank2.pshb.ru/index.html

— TIlaposns 06s13aTeNBbHO MEHSETCS, €CIH OH CTaJl H3BECTEH OCTOPOHHEMY JIUILY;
— B kauecTBe naposs He UCHONb3YIOTCA:

B TI0CIIEIOBATEIFHOCTH, COCTOSIITIE U3 OTHUX I p;

N II0CIIEIOBATEIEHOCTH MOBTOPSIONINXCS OYKB WK nU(D;

B yayliye TOApA/l B pacKiaaKe KIaBHAaTyphl WK B alipaBUTE CUMBOJIBI;

B uMeHa W (QaMUINH, JHU POXKICHHUA U JIpyrHe MaMmsTHble JaTbl, HoMep TenedoHa, aBTOMOOWIA, aapec
MECTOXHUTEJILCTBA W JPYrHe JaHHBIE, KOTOPbIE MOTYT OBITh MOJOOPaHBI 3II0YMBIIUIEHHUKOM ITyTEM
aHaIM3a UHPOPMAILIMHU O I0JIb30BATEINE;

m MHH unu npyrue peksusutsl Kinenta.

o Jlng 3amuThl OT HECAHKIMOHMUPOBAHHOTO JOCTYNa W3 BHEIIHEH WM JIOKAIbHOM CETH HCIOJb30BaTh
cneranusupoBanroe [10 mns 3amuTel mHGOpMaImn — antuBupycHoe [10 ¢ perynsapHo OOHOBISIEMBIMH Oa3aMu,
[I€PCOHAIIbHBIE MEKCETEBBIE SKPaHbl, CPEICTBA 3AILUTHI OT HECAHKLIMOHUPOBAHHOTO JJOCTYIIA.

* He ocTaBnaTs 6e3 KOHTPOJII KOMIIBIOTEP, Ha KOTOPOM ycTaHoBieHa Cucrema «KimmeHT - baHk», mocie BBoza
KITFOYeBOH MHPOPMAIIUHU JTMO0 WHON KOH(UICHIINATBHON HH(POPMAITHH;

* He mepenaBaTh HOCHTENH KIIFOUEBOM WHGOPMAIIMK JTUIIAM, HE JOIMYyIEHHBIM K padote ¢ Cucremoit «KiueHr -
banky;

* He ocraBnare HocuTenu KIOYEBOH HH(MOpMaLUMU B KOMIIBIOTEpE MOCIE 3aBeplieHus padoTel ¢ CucreMoil
«KnueHt - banky;

* 3ampemarh HCIOJIB30BAHUE JIIOOBIX CPENCTB YAAIEHHOTO (JUCTAaHIMOHHOIO) MOCTYIA, KOTOpPhIE OOBIYHO
ucnonesyercst |T-cnenuanucraMu JUis yAaJICHHONW TNONAEPKKU. 3a0JI0OKMPOBAaTh BO3MOMKHOCTH HCIIOJIB30BAHUS
TaKUX CPEACTB C MOMOIIBI0 MEXCETEBOro 3KpaHa (MPOrpaMMHOIO W/MIIM allapaTHOr0) M OTKIIOUEHHEM TaKoif
(PYyHKIMOHAJIBHOCTH.

* He BHOCUTH HHMKAaKMX M3MEHEHMH B mporpammuble cpencrBa Cuctemsl «KiueHT - baHk», He mepenaBaTh UX
TPETHUM JIULIAM.

+ Ilo tpeboBanmio banka mepemaBaTh €My NMHCBMEHHOE H3IIOKEHHE OOCTOSTENBCTB, CBSI3AHHBIX C IPHEMOM H
OTIPaBKOM JOKyMeHTOB, DI mox KoTopsIME He OBLTa TIOATBEPXKICHA KaK TOIIHHASL.

* Hememnenno coobmare banky 0060 Bcex ciaydasX, CBHUACTECIBCTBYIONIMX O IIOMBITKAX MOCTOPOHHUX JIHII
moJTy4uTh A0cTyn K Crcreme «KimneHT - baHk», a Takxke o JIF000M, Taxke KPaTKOBPEMEHHOW TOTepe KOHTPOJIS HaJ
Hocutemsimu OI1. Ilpu moaTBepxkaeHuM 3THX ciiydaeB KimeHT o0s3aH HEMEAJIEHHO NMOMEHATh Bce maponau u Ol
JIUII, YIIOJIHOMOYEHHBIX PACHIOPsKATHCS CUETOM, U 3apEeTUCTPUPOBATh UX B baHke.

*  XpaHuTh B TaifHEe OT HOCTOPOHHUX JIMI[ APOJIX JJIS TIOJTyYEHHUS IOCTYIIA K IPOTrPaMMHBIM cpeacTBaM CHCTEMBI
«KineHT - banky. OTH naposu JOKHBI MEHATBCS HE PEXKE OJHOTO pasza B MECSAI] M KXl pa3 IpH CMEHE COCTaBa
JIML, YIIOJJHOMOYCHHBIX PaClOPsKATHCs CUCTOM Kiwnenra.

* B cnyyae momo3peHHs Ha KOMIIPOMETAIMIO, a TakKe Npu yTpare (ToTepe, XUIICHUH) HOCUTENs KIFYeBOM
HH(pOpMAIH HEOOXOJUMO HEMEIJICHHO 3a0JIOKUPOBATh KIHOUH. [IJI 3TOr0 HY)KHO MO3BOHUTH B baHK M cOOOIIUTH
«OIIOKHPOBOYHOE CIIOBOY.

* llepmoandeckn mnpocmaTpuBaTh pazfaen «baHK-KIMEHT», pacloNOXKeHHbIM B ceTh HHTEepHET 1Mo aapecy
https://pshb.ru. B aTom pasmene cOmepKUTCS PETYISAPHO OOHOBIIsIeMass WH(pOpMAIMs O Mepax II0 3alldTe OT
BPEIOHOCHBIX MIPOTPaMM H JEHCTBHH 3J0yMBIIUICHHUKOB, YTPOKaomuXx O0e3onacHoi padote ¢ Cucremoit «KimeHt
- bank».

* IIpu noseineHUM NOAO3pEHUN Ha 3apakeHue KomnbioTepa BK uiny BOZHUKHOBEHUU CTPAaHHOCTEN B IOBEIECHUM
KOMIIBIOTEpPA, a TaKXE B CJIydac 06Hapy>KeH1/1;1 HCU3BCCTHBIX IMPOrpaMM WIM HapYIIEHUs NEJIOCTHOCTHU
OHCpaL{HOHHOﬁ CHCTEMBI, €CJIIN Kiment 3ameTun MPOABJICHUE HEOOBIYHOTO TMOBEACHUA IPOTPAMMHOI0 obecreueHus
Cuctemsl «KineHT - baHk» MM Kakue-TO U3MEHEHHs B MHTepdeiice mporpaMMel, cieayeT MO3BOHUTH B baHK u
BbISICHUTB, HE CBs3aHbI JIM TaKUC U3MCHCHUA C O0OHOBJIEHHEM BEpCUH NPOrpaMMHOTO obecneuenns. Ecau HeT -
3abnokupoBats Kiroun JI1.

B nensax cHuKeHUs] BO3MOKHOI0 yulep6a 0T HeCAHKIIMOHMPOBaHHOI0 Aoctyna k Cucreme «Kiauenr - bank»,
bank 06s13an:

* HemenmnenHo 610kupoBaTh oneparyy Mo cueTy Mpu noixydeHnn coodmenus (brokuporounoro ciosa) Kimenta
nmo TenedoHy O XHINEHHMH WM yrpare Hocutenedr OII, coBepHICeHMM WM TOMBITKE COBEPIICHUS
HCCAHKIIMOHUPOBAHHLBIX IIEPEBOAOB, U HHBIX (I)aKTOB, JAaIIUX OCHOBAHHE IIOJIaraTb O BO3MOXKHBIX XHIIICHUAX
JeHeKHBIX cpeacTB Kimenta. B teuenne 1 (OmgHOro) pabGouero AHS COOOIIEHHE JOMHKHO OBITh TMOATBEPIKICHO
MUChbMEHHBIM Y BeziomiieHneM o OokupoBke napsl D11 (Ipunoxenne Ne 4).

+ Ilpu HenpenctaBnennn KimeHToM mocnemyromero nmuchbMeHHOro YBemomiieHHs, o ucredeHnu 1 (OmxHOTrO)
pabouero aus bank Bo3oOHOBIseT padoTy Knuenra B Cucreme «KiueHt - bank» B momHOM oObeMe.

Bank nanomunaer Kiimenry o Tom, 4ro:
* He nmeet noctyna k OI1 Knuenra u He MmoxxeT oT nmenu Kimenra cpopmuposats koppextayto JI1 mox


https://pshb.ru/images/documents/business/DBO/Памятка%20по%20безопасности%20для%20работы%20в%20СДБО.pdf

SL;

* He ocymecTBisieT pacchUIKy JIEKTPOHHBIX THceM ¢ npockOoi mpucnate DI1 KnmenTa, maponp winm WHYIO
napopmarmo o Crucreme «KiueHnrt - bank». He gomyckaercss oTBeyarh Ha MOJO3pUTENLHBIC MTUChMa C MPOCKOOH
BEICTATh Kit04 DI, mapons u Apyrue KoH(UISHIHAIBEHBIC TaHHBIE;

* bank He paccpliaeT Mo ANEKTPOHHOM MOYTE MPOrpamMMbl I YCTAaHOBKM Ha KomrbloTepbl Kiuenta. Ecnm
KnmenT nmoxyumn nmomoOHOe MUCHMO OT MMEHHM baHka, copepikaimiee mporpamMmy Uil YCTAaHOBKH FUIM 3alpoc Ha
npenocrapieHue napoisied, D11, HeoOX0aUMO He3aMeIIMTENbHO COOONIMTE 00 3TOM IO Teiae(oHy TeXHWYECKOH
nomnepkku Knuentor banka. He momyckaeTcst 3amyckaTh Ha WCIIOJIHEHUE WM COXPaHsTh B (DalIoBOM cucTeMe
KOMITBIOTEpa TOJO3PHUTENbHBIC (ailibl, MOTYYCHHBIC M3 HEHAJCKHBIX HCTOYHUKOB, CKAYaHHBIE C HEU3BECTHBIX
WEB-caiiToB, IpHUCIaHHBIC MO AJICKTPOHHOMU TI0YTE, OTYUYSHHBIC B TEICKOH(PEPCHITUIX;

* He nomyckaercs otkpeBath caiit Cuctemsl «KmueHt - BaHk» mo ccbutkam (0COOEHHO OaHHEPHBIM HIIH
MIOJYYCHHBIM Yepe3 MouTy);

*+ He pexomenmgyercss mnocemiath HENPOBEPEHHbIE CalTHl B ceTH VIHTepHET, OCOOEHHO Te, KOTOpHIe
PacCIpOCTPAHAIOT MUPATCKOE MPOTrpaMMHOE OOecCIieueHHe, My3bIKAIbHbIC W BUIEO(DaiIbl, TaK Kak MpU BXOJC HA
TaKhe CauThl MOXXHO 3apa3uTh KoMmbioTep BK;

*  Hudopmanms, oOpabareiBaeMas B Cucreme «KmumeHt - bank», sBisercs KOH(OUACHIMAIBHOH U TpeOyeT
3alUTHI OT HECAHKIIMOHUPOBAHHOTO TOCTYIA K HEH B COOTBETCTBUH C IEHCTBYIONIMM 3aKOHOIATEIECTBOM;

+ B ceru «/HTepHET» BO3MOXKHO MOSIBJICHUE JIOKHBIX ((HalbCUPUIMPOBAHHBIX) PECYPCOB U IPOrPAMMHOTO
obecriedeHusi, UMUTHPYIONIMX IPOTPaMMHBIA MHTepdeiic ucmonb3dyemMoir bankom Cucremsl «KiueHt - baHk», n
(W) MCTIONB3YIOMINX 3apEeTHCTPUPOBAaHHBIC TOBapHBIE 3HAKW M HamMeHoBaHWe banka, mostomy Ilomp3oBaterro
peKOMeHIyeTcss oOpamiath BHAMAaHHAE Ha JIOOBIE OTIMYHMSA OT HPUBBIYHOTO HHTepdeiica W He3aMeUTUTEIHHO
uHpopMuUpoBaTh 00 3ToM baHK, HCIIONB30BaTh AHTH(HIIUHTOBHIE BO3MOXKHOCTH Opay3epoB W CpEJICTB
obOHapyxenus BK;

*  Ecmu Kimnent ucnons3yer 6osiee ofHOM rpymmbl kKirodei D11 (uist oTIpaBKu JOKyMEHTOB TpeOyeTcs 1Mo OTHOM
OIl U3 KaxIOo#H TpyMIibl), TO KIOYHM Pa3HBIX TPYII PEKOMEHAYETCS XPaHUTh Ha Pa3HBIX HOCUTEISIX KIIFOYCBOM
UH(POPMAIIMH ¥ KUCIOJB30BaTh Ha PAa3HBIX KOMIBIOTEPaX. ITO MO3BOJHT CYIIECTBEHHO CHU3UTHh PHCK HETaTHBHBIX
HOCIEeACTBUN B ciaydae 3apaxkeHus BK ogHoro us xommnsrorepos Kiuenra;

* Hwu onauH aHTHBHPYC HE rapaHTUpPYyeT MOJHYIO 3amuTy oT BK, KOTOpBIE MOCTOSHHO COBEPIICHCTBYIOTCS HX
aBTOpamMu. Heo0XoamMo MakcHMajbHO Cephe3HO OTHOCHTCS K IOCTYMAIIUM K3 baHka mpenynpexaeHusM, o
HOBBIX pa3HoBHIHOCTSX BK, o cmocobax 3ammrThl OT WX BO3ACHCTBHUS, YCTPAHEHHs IOCIEACTBHI TaKOTO
BO3/ICHCTBUS, 0 BO3MOXKHOM 3apakeHnH kKommbiotepa Kienta BK u cienoBaTs pekoMeHIAINsAM YIIOTHOMOYESHHBIX
paboTHHKOB baHka;

+ [lpm mcnonp30BaHUM CpPEACTB MOATBEPXKICHHS IUIATEKEH, BaKHO oOpamiaTh BHUMAaHHE HA IPUCHUIACMEIC B
SMS BMecTe ¢ 0JTHOPa30BBIM MApOJEM U OTOOpakaeMble Ha dKpaHEe PEKBU3UTHI MOJITBEPIKIAAEMOro IIaTexa. JTo
MIO3BOJIAT M30€KaTh OAMEHBI IIATEKHBIX peKBI3UTOB BK.

Ilocne o3naxkomnenusn c Ipunoscenuem Ne 6 Knuenm noomeepacoaem, umo emy u3gecCmuubl nOC1e0Cmeus
HecoOnI00eHUs BbIUEYKA3AHHBIX MPeDOBAHUIl 0e30naAcHOCmU, U OH NOJAHOCHMbIO Oepem Ha ceos
O0mMEencmeeHHOCMb 34 maxKue nocae0cmeus 6 ciayuae Hapyuwienus mpeboganuii dezonacnocmu. bank
0cg0ob0NCOaEemMca Om OMEEnCMEEHHOCMU 30 HeCAHKUUOHUPOBAHHOE CRUCAHUE OCHEMHCHBLIX CPeOCH8 CO
cuema Knuenma ecneocmeue e6o030eiicmeun BK u3-3a necoonwoenus Knuenmom evluieykazannvix
mpebosanuil 6e3onacHocmu.



